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Birth of the discussion:

Research Problem: the probiem revolves around the study to quantify the most common Internet crimes
among Internet users in Saudi society, especially with regard to sexual offenses, crimes, intrusions,
hacking and the crimes of terrorism and crimes of physical mail. With identifying the most important
problems caused by Internet users in Saudi society.

Importance of the study: The importance of this study focusing on the volume and types of cyber crimes
that target Internet users in Saudi Arabia, highlighted the most important problems that individuals may
face. It also hopes the researcher is also an inventory of the most important types of common crime in
Saudi society and committed through the use of computers and the Internet to draw the attention of the
relevant officials and organs, social organizations, educational, media and mosque preachers and scientific
institutions to contribute to the control and reduction and to warn them in general.

Research Objectives: This study aimed to reveal the size of sexual crimes, and crimes of penetration, and
financial crimes, and crimes of piracy, cyber terrorism and crimes against Internet users and knowledge
of the probiems caused by these crimes to Internet users.

Research questions: What is the size of sexual crimes, crimes breakthroughs, and financial crimes, and
crimes of piracy, cyber terrorism and crimes against Internet users in Saudi Arabia in gender and what is
the size of the problems facing them.

Research methodology and tools: curriculum that was used in this study is the social survey of a sample
of Internet users in Saudi Arabia, and used as a tool questionnaire to gather field information for the

study, which was deveioped specificaﬂy for the purposes of this study, was chosen as the study sampie of

Internet users in Saudi Arab Saudi Arabia () ©) locations, for a total sample ( ) +00) A user.
The most important results:

\ - The size of most sexual offenses are: that (©Y,19%) of Internet users and sent them invitations from
pornographic websites on the Internet. A rate (£ 9,A%) and sent them invitations from the mailing lists
sexual pornography. And (Y %) were subjected to slander by people on the Internet. While the rate of
(©,Y %) suffered their relatives and acquaintances of defamation by people on the pages of the Internet,
and (V,A%) use their e-mail someone to publish pornography.

While (Y'Y, €9%) presented their e-mail to dumping pornography from an unknown destination.

Y - The size of the most common crimes penetration: What rate (V,Y%) suffered their electronic
penetration. While the rate of (Y,€%) suffered their Web site for destruction. A rate (Y'Y,A%) of
respondents came to their personal computer penetration through the Internet. A rate (Y 9,Y%)
presented mails, personal breakthrough via the Internet. And (Y1,A%) was to capture the personal

mails. A rate (1 1,7%) presented mails of dumping in order to destroy it. While the rate of VY, Y%)



suffered their participation and their number to take. And a rate (7 Y',A%) received NAC Breda carrying
viruses or Troyjnat.

¥ - The size of the most common financial crimes: the field study data show that the rate (Y,2%) has
been tampered with credit card through the Internet. And per (Y4,Y%) were subjected to calls for
gambling on the Internet. While the rate of (A, Y %) changed their statements and their own information
by persons for personal gain. A rate (Y, %) were subjected to calls from their own websites to the drug
trade or promote them. A rate () ¥, Y %) were subjected to calls for access to sites money-laundering.

€ _ The size of the more common crimes of piracy: is clear from the total sample size of the study, a rate
(Y £,7%) were presented their PC of piracy. And per (A, € %) were subjected to calls from one of the
sites for the dissemination of pirated material. While the rate of (Y *,Y%) suffered damage to their

personal data because of pirated materials in and (Y +,Y%) of the total sample size of the study had been
threatened by planting pirated materials in

E-mail. And per (€ ,49%) carried the software from the Internet that contain pirated material. It is clear

that a rate (\ q,\M%) were subjected to the hacker through the planting of pirated materials in the

mailers.

® - The size of the most common crimes, cyber terrorism: it is clear that a rate (YY,99%) were
subjected to organizations and groups that disseminate ideas and principles of the extreme. While the

rate of (q ) %) were subjected to intellectual base their preferences and wiliingness to engage in
destructive acts and sabotage. As can be seen, per (* ,49%) used their email to communicate ideas of
terrorism. And per ( ), Y %) were threatened by the secret organizations to do certain acts. It is clear that
the majority were subjected to requests for contributions by persons unknown on the Internet (© +,9%).

- The size of the problems of cyber crime: is clear from the total sample size of the study, per (N €%)

believes that deaiing with the Internet may facilitate the dissemination of sexual materials. And see a
sample rate (© Y,Y%) the inability of networks to provide security absolute data. As can be seen that the
rate of (© \ ,T‘%) believe the probiem of intrusion by others can not be avoided on the Internet. And pro
rata (€ ©%) believe that the cultural attacks over the Internet may undermine the security of thought. In
his view, the forgotten (i ) %) of the research community that the various transactions can not be done

through the Internet as a result of penetration and lack of confidentiality. It is clear what rate (‘“L %) of
the members of the research community find that Internet crimes causing loss of confidence in

technoiogy innovation and threaten the human mind. In his view, the forgotten (VY %) of the research

community that it is difficult to deal with the network information for easy leak of personal information.
As can be seen that the rate of (* /\,T‘%) of the members of the research community find in the use of
the Internet the great danger that threatens personal freedom. Shows what percentage of (YA, Y %) fear

frequenting various Internet sites for fear of piracy. It is also clear that the rate of (Y ° ,*%) of the

members of the research community find encouragement to gamble online. In his view, the forgotten
(Y T',O%) of the research community that the number of negative aspects of the Internet has its

advantages compared with the limits of learning and use. A rate (Y Y ,*%) of the members of the
research community find the problem in access to various locations of the dumped material nationality. It

is also clear that the rate of (* AP %) of the members of the research community find it difficult to use



various Internet sites for the loss of confidence in the material published. And pro rata (YY%) believe

that dealing with the Internet eliminates privacy. It is also clear that the rate of (YV,A%) of the

members of the research community find the problem in access to official sites and deal with it. In the
view of a sample of the research community by (1 1,9%) see the Internet as a means of promoting

drugs. A rate (\ * %) of the members of the research community have difficulty in dealing with the
Internet as a result of exposure to harassment and harassment over the Internet.
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